Abstract -Computer technology has advanced to a greater extent which leads to increase in cyber crime committed in recent years. The detection of cyber crime is not an easy task. From the literature, many researchers used various technologies to detect the cyber crime. In this paper, performance evaluation of various techniques are analysed to determine the cyber criminal. Firstly the detection of synthetic identity theft is checked. Secondly, the intrusion detection is checked using the honey pot security mechanism. Thirdly, the detection is further strengthened using the lie detection technique where the false speech of a person is determined. Finally by analysing the user profile, the detection of cyber crime is done using the clustering techniques. Synthetic Identity Theft method performs better than the remaining methods when considered for evaluation. Experimental results show that comparison of the final list of criminal users and the list of criminals determined, the number of genuine users eliminated are 41 out of 100 users, where as the number of genuine users eliminated from other methods are 16, 36 and 38 only. The number of attributes used is only 4, where as the number of attributes used for other methods are 5, 10 and 25. The percentage of performance metrics is also 37.1 and gradient is 31.1 which are better compared to other methods considered for performance analysis.
I. INTRODUCTION
The growth of the internet and the use of digital data has increased exponentially in the past few years, so also has the growth of cyber crime. The data of every person accessing the internet is being collected, [1] which includes text messages, chat, images, places visited, frequency of accessing the internet, communications links, date and time of access, etc. The data stored can be easily used for destructive purposes such as committing cyber crimes. There are various types of crimes committed. At least one cyber crime is estimated to be committed in India every 10 minutes [2] in the first six months of 2017, which was only 12 minutes in the year 2016. According to the Indian Computer Emergency Team (CERT-IN), 27,482 cases have been reported from January to June 2016. Hence, it is vital to detect and prevent the cyber crime.
Cyber crime is an act that deals with computer and networking, in which the people are a victim. It is a crime wherein the mental torture of a person is done resulting with loss of property, name, identity, self respect and sometimes even leading to the death of the victim either by murdering or inducing the victim to committing suicide. The modern technology has given rise to the greater usage of internet. Since internet is vast, the numbers of users are millions and hence the detection of cyber crime is not a easy task. [3] .
Hence various technical methods are needed to detect the cyber crime. Thus a need to detect the cyber crime has arisen. [4] Organization of the Paper: The paper is organized as follows. Section 1 includes introduction and previous work. Section 2, the methodology used is given which consists of description of all methods which is considered for experimental evaluation and algorithm used for experimental analysis. Implementation and experimental analysis are given in Section3. Finally, the conclusion , acknowledgement and references are given.
II. LITERATURE REVIEW AND WEAKNESSES OF CURRENT SYSTEMS
Nazura Abdul Manapet al [2015] [5] , the identity thief uses the data of another person to commit a crime. AtefehTajpour et al [2013] [6] [7] , it provides a comprehensive description of the identity theft and the different methods of crime. They concluded that a person should be educated and be aware of such crimes so that he will not become a victim of cyber crime. The algorithm also proved that the lack of awareness leads to the cyber crime. Identity crime uses personal information for committing the crime. E. Vasilomanolakis et al [2015] , [8] the paper determines the relevant requirements for the collaborative intrusion detection system. The attacks that evade the collaborative intrusion detection system and attacks on the availability of the collaborative intrusion detection system are discussed.
Akshay et al [2016] , [9] observed that Intrusion Detection System (IDS) monitors the entire network and all the system activities for malicious activities and reports There is a high rate of false alarms in the current intrusion detection systems. It can be solved by using the honeypots to increase the security and the reliability of the network. Honeypots capture the required information and are also easy to use. They are mainly used by the corporate companies to secure the networks. The development and use of a handset detector and score normalization to greatly improve verification performance is described and discussed. Finally, representative performance benchmarks and system behaviour experiments on NIST SRE corpora are also presented (Reynolds, [2016] ) [10] , Bhuvaneswari and J. Satheesh Kumar, [2015] [11] , used various methods for lie or deception analysis. They explained that the influence of statistical features that discriminates thinking patterns from normal signal. Roshni et. al [2015] [12] examined that deception detection has legal and also medical applications. Using a classifier two classes of feature was extracted and the efficiency achieved was 83%.Sanjana et al [2016] , [13] focused on the study of different clustering algorithms which highlights the characteristics of the big data. Various clustering algorithms are grouped under partitioning algorithm, hierarchical algorithm, density algorithm and grid based algorithm.
Jyh-Jian Sheu [2017] , [14] used uncomplicated decision tree data mining algorithm to find the association rules about the pornographic and medical web pages. From the experiments it is proved Reynolds [2016] [10] , as the efficacy assessment indexes reached a satisfactory value. Therefore the proposed method has good performance and effectiveness. Prakash Singh et al [2015] , [15] utilized software tools to perform the analysis. Various algorithms and techniques used for cluster analysis are done. Clustering algorithms in terms of their execution time, number of iterations, sum of squared error and log likelihood are analysed and studied and based on the results obtained efficiency is calculated.
III. THE PROPOSED TECHNIQUE AND METHODOLOGY USED

A. Novelty of Work
In this paper, various cyber criminal detection techniques are used to identify the criminal. Hence the criminal is being identified easily and effectively. Many of the researchers used one technique to identify the criminal. Also a mere analysis is done to identify the criminal. In this paper, four techniques are used, using various attributes as per the technique requirement. Hence a criminal cannot go unseen. In each technique the users are graded depending on their activities. The genuine users are eliminated in each technique. Hence a genuine user is not punished. The criminal users are going through various process such as method 1, method 2, method 3, analysis of true negative and false positive, clustering methods and finally classification. If the criminal cannot be identified, another set of 25 attributes are used to determine the criminal. Hence in this method the criminal can be determined easily. He might have left any proof, in any of his activities. Hence a small clue is enough to determine the criminal.
B. Synthetic Identity Theft Detection
In this method, Synthetic identity theft is first determined. Synthetic identity theft is a crime that uses the identity of another person and acting like the other person. It also combines the real data with unreal data, thereby creating a new identity. Such crimes are committed to get a passport, credit /debit card and to withdraw money. The various attributes used here are theft, identity theft, cybertheft and computer related offences to analyze the crime. In this method, Input data set(A), Normal data set(B) and Target data set(C) are taken. [16] The input attributes are classified in the range 0-10. If the user is genuine, then his percentage of genuine data is updated else his percentage of Criminal data is updated. The data for the research is taken from http://kdd.ics.uci.edu/ and http://www.kdnuggets.com/datasets.
C. Intrusion Detection System
After the user is analysed with the first method, the second method Intrusion Detection System (IDS) is implemented. The honeypot security mechanism is used here that identifies the incoming data / traffic from the clients and the data / traffic coming from the attackers. In this method Load Balancer is designed and implemented. The Balancer discovers the attack on the server while it is forwarding the request and directs it to a different/alternate server called Honey-Pot. The attributes used to determine the crime here are Malicious Software, Number of times the proxy server is used, Malicious Code Presence, Password Violations and Data Forwarding to determine the crime. If the user /data is genuine, then his percentage of Genuine data is updated else his percentage of Criminal data is updated.
D. Lie Detection System
In this method, lie detection system is used to identify the false speech of a human being. Pre processing is used to assist in the reduction of noise and the plotting of the original artefact EEG signals. This method focuses mainly on the neural network used in the recognition phase and feature extraction technique carried out by the Mel Frequency Cepstrum Coefficients (MFCC). In this method the attributes used are child soliciting, abuse, assault by threat, advertising through the internet, soliciting harlotry through the internet, drug sales, excess privileges, publication irrelevant content, transmission of obscene 4.3 ISSN: 1473-804x online, 1473-8031 print content and sexually explicit content. After determination of the lie, if the user is genuine, then his percentage of genuine data is updated else his percentage of Criminal data is updated.
E. Analysing User Profile using Clustering Technique
After the three methods are executed, then the analysis is done using the cluster technique, using the attributes set 1. The attribute set1 is given in table I. In this method clustering technique is used to determine the percentage of genuineness or criminal. After analyses, the criminal is detected.
Algorithm Used
Step 1: Start
Step 2: Input User data
Step 3: Implement method 1 with user data, If (crime data ) update the percentage of criminal data Else update the percentage of genuine data.
Step 4: Repeat step 3 for method 2 and method 3
Step 5: Implement method 4 after the user profile percentage is updated.
Step 6: Determine the criminal.
Step 7: Stop
F. Justification of Attributes used in Each Method
In synthetic identity theft, the attributes such as theft, identity theft, cyber theft and computer related offences are used to analyze the crime. These attributes are used to determine the synthetic identity theft, the theft record of criminals which are required to analyze the synthetic identity. Identity theft is also used as attribute because we need to determine if any previous identity theft was committed by the person. Cyber theft is also used here because, it is a activity that is used to steal a computer. This activity is also related to breaking and entering the DNS cache poisoning, embezzlement and unlawful appropriation, espionage, identity theft, fraud, malicious hacking, plagiarism and piracy.
In Intrusion detection System, the attributes used to determine the crime are malicious software, number of times the proxy server used, malicious code presence, password violations and data forwarding to determine the crime. In this method Malicious software is used as attribute because the user is checked if he has gained access to the system using the malicious software. The attribute Number of times the proxy server is used as a attribute because if one or more Internet sites are frequently requested, then these are likely to be in the proxy's cache. The attribute Malicious Code Presence is used because the spread of malicious codes is achieved by the built-in ability to self-replicate through the Internet and Computer media. Since most legitimate codes do not self-replicate and the number of ways to achieve self-replication is limited to the order of fifty, the detection of malicious codes could be reduced to the detection of the "gene of self-replication" in the code in question. The attribute Password Violations is used as attribute here because, some governments have national authentication frameworks that define requirements for user authentication to government services, including requirements for passwords. The attribute Data Forwarding is used as a attribute because a data hazard can lead to a pipeline stall when the current operation has to wait for the results of an earlier operation which has not yet finished.
In the Lie detection Method, attributes considered for experimentation are Child soliciting, Abuse, Assault by Threat, Advertising through the internet, Soliciting harlotry through the internet, Drug sales, Excess Privileges, Publication irrelevant content, Transmission of obscene content and Sexually explicit content. In this method the attribute Child soliciting and Abuse is used as a attribute because in this type of crime the criminals seek minor children via chat rooms for the purpose of child pornography. The attribute Assault by Threat is used because in this kind of threat the criminal threatens the life of the victim or his family or his organization through the phone, email or videos. The attribute Advertising or soliciting prostitution through the internet is used as a attribute because it is against the law to access prostitution through the internet (including in the state of Nevada in the United States) because the process of accessing the internet Privilege is used as a attribute because the Privilege is defined as the allocation of authority over a computer system in computing.
IV. IMPLEMENTATION AND RESULTS
A. Results of Synthetic Identity Theft Detection
In this experiment, first the synthetic identity theft is determined. It is analysed with 100 users/suspects. The experiment is repeated for 10 victims. For each user data, 25 attributes are taken. In this method, Synthetic identity theft is first determined. Synthetic identity theft is a crime that uses the identity of another person and acting like the other person. It also combines the real data with unreal data, thereby creating a new identity. Such crimes are committed to get a passport, credit /debit card and to withdraw money. The synthetic identity theft of a person is determined using the various attributes of the user. In this method, Input data set(A), Normal data set(B) and Target data set(C) are taken. [16] , [18] The input attributes are classified in the range 0-10. If the user is genuine, then his percentage of genuine data is updated else his percentage of Criminal data is updated.
B. Results of Intrusion Detection System
After the user is analysed with synthetic identity theft detection method, Intrusion Detection System (IDS) is implemented and checked. The honeypot security mechanism is used that identifies the incoming data / traffic from the clients and the data / traffic coming from the attackers. In this method Load Balancer is designed and implemented. The Balancer discovers the attack on the server while it is forwarding the request and directs it to a different/alternate server called Honey-Pot. If the user /data is genuine, then his percentage of genuine data is updated else his percentage of Criminal data is updated.
C. Results of Lie Detection System
In the third method lie detection system is used that is used to identify the false speech of a human being. In this method the pre processing is used to assist in the reduction of noise and the plotting of the original artefact EEG signals. This method focuses mainly on the Neural network used in the recognition phase and Feature Extraction Technique carried out by the MFCC-Mel Frequency Cepstrum Coefficients. After determination of the lie, if the user is genuine, then his percentage of genuine data is updated else his percentage of Criminal data is updated.
D. Results for Analysing User Profile Using Clustering Technique
After the three methods are executed, then the user is passed through the analyses of the profile to determine the cyber criminal. In this method various clustering techniques are used to determine the percentage of genuineness or criminal. The user data is analysed using two set of attributes. After analyses, the criminal is detected. For the clustering technique, the attributes used are, Hacking, Theft, Cyber Stalking, Identity Theft, Malicious Software, Child soliciting, Abuse, Assault by Threat, Child Pornography, Cyber illegal imports, Cyber laundering, Cyber terrorism, Cyber theft, Advertising through the internet, Soliciting harlotry through the internet, Drug sales , Number of times the proxy server is used, Malicious Code Presence, Password Violations, Excess Privileges, Data Forwarding, Computer related offences, Publication irrelevant content, Transmission of obscene content and Sexually explicit content. The number of users used are 100 with 25 attributes. The percentage of trueness of attribute of a particular user varies from 0 to 9. After the analysis the user is determined as crime data or genuine data. The input from the synthetic identity theft, intrusion detection system and lie detection technique and the cluster analyses is given as the input. If the result is greater then 2, then the user is crime data otherwise it is genuine data. From Table II , the various attribute used for the various technique used are shown. In this method, the crime users are eliminated from the genuine users. The crime users are further analysed to determine the criminal. The number of criminal users before the analysis of true negative and false positive is 65. After the analysis of true negative and false positive, the number of crime users are reduced to 45. After the classification is done the number of crime users are 2. After using the attribute set 2, the criminal is determined User 32. 
E. Implementation Steps
E1. Profile: the profile of 100 users and 25 attributes is given as the input. The sum and average [17] is determined. If the average is greater than 4 represents crime data (1) otherwise genuine data (0). This is the general analysis. E2. Analysis: using the synthetic identity theft the attributes used are theft, identity theft, cybertheft and computer related offences to analyse the crime. From this data, the crime data and genuine data are determined using the sum and average method. If the average is greater than 4 represents crime data (1) otherwise genuine data (0). E3. Intrusion detection system: the attributes used are the attributes used to determine the crime here are Malicious Software, Number of times the proxy server is used, Malicious Code Presence, Password Violations and Data Forwarding to determine the crime. From this data, the crime data and genuine data are determined using the sum and average method. If the average is greater than 4 represents crime data (1) otherwise genuine data (0). E4. Lie detection method: the attributes used are Child soliciting, Abuse, Assault by Threat, Advertising through the internet, Soliciting harlotry through the internet, Drug sales, Excess Privileges, Publication irrelevant content, Transmission of obscene content and Sexually explicit content. From this data, the crime data and genuine data are determined using the sum and average method. If the average is greater than 4 represents crime data (1) otherwise genuine data (0).
E5. Analysis of True Negative and False Positive:
a. The Result of method 1, method 2, method 3 and method 4 is Result 1 and if the data is greater than 2, then it is crime data, otherwise it is genuine data. For the analysis of true negative and false positive, if the result is equal is 2, then it is crime data, otherwise it is genuine data. The final result is based on cluster result and result 2. If result 2 is 1 and cluster result is 1, then final result is 1, otherwise 0. Thus the criminal data is finalized. The criminal users are: 2, 5, 10, 12, 13, 15, 19, 21, 22, 24, 27,  32, 34, 35, 37, 41, 43, 44, 46, 48, 51, 52, 53, 54, 55, 57, 58,  60, 61, 62, 64, 65, 67, 70, 71, 74, 75, 78, 83, 86, 89, 92, 95,  98, 99 (45 users) .
b. This set is used for further analysis. The crime data is further classified as Class X, Class Y and Class Z.
c. In Class X , the various attributes with the count 0-2 is counted, if the count range is 11 or 12, that particular user is used for further analysis.
d. In Class Y, the number of attributes with count 3, 4 and 6 is counted, the sum is further taken, if the sum is greater than 16 , that particular user is used for further analysis.
e. In Class Z, the number of attributes with count greater than 6 is counted, if the count is greater than 5, that particular user is used for further analysis.
f. If a particular user is also highlighted in Class X and Class Y , he is used for further analysis.
g. Class X is further analysed to determine the criminal.
h. If there is more than one criminal user , then those particular users are further classified with another set of 25 attributes and the criminal is determined. The criminal is User 32.
G. Performance Metrics
By analysing the performance of various methods using the matlab, it is noted that the attributes used are different for the various users. The input, hidden layer, output layer and the output are the same. The epoch value, performance and gradient are different. The time complexity is the same for all the techniques. The validation is 0, only for Method 1, otherwise it is 6. The above Figure 4 shows the neural network training for the input X, Y and Z, where X is the input value , Y is the normal value and Z is the output obtained for 100 users and 25 attributes. The figure also shows the neural network training for the four method as the input. The graph is plotted for the SOM topology, SOM neighbour connections, SOM neighbour distances, SOM Input planes, SOM sample hits and SOM weight positions where SOM is the self organizing map. Figure 5 shows the SOM topology for 100 users and 25 attributes and also for the four methods used. Figure 6 shows the 100 users and 25 attributes and 100 users and four methods, the SOM neighbour weight distances are shown. Figure 7 shows the 100 users and 25 attribute and also for the four methods, the number of Hita are shown here. 
H. Determination of the Criminal
The profile of 100 users and 25 attributes is given as the input. The sum and average is determined. If the average is greater than 4 shows crime data (1) otherwise genuine data(0). For the analysis using the synthetic identity theft the attributes used are theft, identity theft, cybertheft and computer related offences to analyse the crime. From this data, the crime data and genuine data are determined using the sum and average method. If the average is greater than 4 it is crime data (1) otherwise it is genuine data (0).
For the intrusion detection system, the attributes used are the attributes used to determine the crime here are Malicious Software, Number of times the proxy server is used, Malicious Code Presence, Password Violations and Data Forwarding to determine the crime. From this data, the crime data and genuine data are determined using the sum and average method. If the average is greater than 4 shows crime data (1) otherwise genuine data (0).
For the lie detection method, ,the attributes used are Child soliciting, Abuse, Assault by Threat, Advertising through the internet, Soliciting harlotry through the internet, Drug sales, Excess Privileges, Publication irrelevant content, Transmission of obscene content and Sexually explicit content. From this data, the crime data and genuine data are determined using the sum and average method. If the average is greater than 4 shows crime data (1)otherwise genuine data (0). After analysing the various users with all the four different methods, the cyber criminal is determined. In the first method the synthetic identity is determined. If the user was genuine, then the percentage of genuine data is updated else the percentage of Criminal data was updated. In Intrusion Detection System (IDS) was implemented using the honeypot security mechanism that identifies the incoming traffic from the clients and the traffic coming from the attackers. In this method Load Balancer was designed and implemented. The Balancer discovered the attack on the server while itforwarded the request and when it directed it to different/alternate server called Honey-Pot. If the user was genuine, then the percentage of genuine data was updated else the percentage of Criminal data was updated.
In the third method lie detection system was used to identify the false speech of a human being. In that method the pre processing was used to assist in the reduction of noise and the plotting of the original artefact EEG signals. This methodused focuses mainly on the Neural network used in the recognition phase and Feature Extraction Technique carried out by the MFCC-Mel Frequency Cepstrum Coefficients. After determination of the lie, if the user was genuine, then his percentage of genuine data was updated else the percentage of Criminal data was updated.
After the three methods were executed, then the user was passed through the analyses of the profile to determine the cyber criminal. In that method various clustering techniques was used to determine the percentage of genuineness or criminal. The user data was analysed using two set of attributes. After analyses, the criminal was detected.
Since the criminal was not been able to be determined with attribute set 1, attribute set 2 was used to determine the criminal. The graph was plotted with Crime Users v/s Class A , Class B and Class C Classification, which indicated that Class B has more dominance than Class A and Class C.
The graph was plotted using matlab for the input X, Y and Z, for 100 users and 25 attributes and for the four methods as the input. The iteration was 200 in both the cases. The graph was also plotted for the SOM topology, SOM neighbour connections, SOM neighbour distances, SOM Input planes, SOM sample hits and SOM weight positions.
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